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(54) CONTENTS RECORDING AND REPRODUCING DEVICE 

(57)Abstract: 
' jPROBLEM TO BE SOLVED: To prove a 
I ^ Contents recording and reproducing device which 
I .ban accurately reflect reproduction restrictions in 
ithe recording/reproducing of contents with the 
^reproduction restrictions, and can prevent the 
iillegal use of contents. 

SOLUTION: Random numbers which are at least 

' part of information constituting the source of a 
key are generated in a random number generating 
j, -,part 1 at the start-up of a recording operation to a 
T irecording medium 5. The random numbers are 
jjrecorded on a memory 6 through a memory 
1 management part 7. The random numbers stored 
jin the memory 6 are erased by powering off 
iprocessing to the recording and reproducing 
-•^device or recording operation suspension 
processing. At the re-power up or a recording 
operation start-up for a second time, new random 
numbers are generated in the random number 
generating part 1, and these random numbers are used as information constituting the 
source of a new key. An encryption key is generated in an encryption key generating part 
2 as information constituting the generated random numbers as the source of the key, and 
the contents encrypted by using the encryption key are recorded on the recording medium 
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mm^^$tifz^nm^7ti,zayTy'y^mmttt«s 

mm.m^m-ii.mim^it^tifi^y'ryyim^iii 
rayy-y-jm^t^L^m . 
mmt^m-^tif^^yTyy?:. BuiB«$iX7t1S^ 

xis.^^ttm^^tmt , 

[i«*iR2 ] ig«3a 1 yxy^y|»^feisgtc 
a^^x. 

{ w*ii 3 ] mim 1 ifiKeou y-fwie^BigBi; 

mm-j^mxh hzt -iimmt -th n y^y^mm 
[if*«4 ] mm 1 ie«tio:ayT-y7iess4gat 

-i'T^-txfmx'Sy&zt ^mik-f&^y'ry^m 
[m$m5] -oy-ry^y^m^itLxsimthtmz. 
•'jsmm^mmTh-yx . 

mii^'k^tifzminm^h^Lmm^^t . 

mB?t±^iit:m.m(07tlztj:mmcO'J'-^x< 1 1- 

lxm^m^^^•tt«§^m^^^t. 
mim^t$iifz ny^-yv ^mm^\iz^mh^^ 



miE3 yryv^zmuwmm^^ihti-rz ai^tc^-r 

-%k hxmm'^mh''mmmsEm%.k. 
mmmm.m-^ ^> m last^^i: ^tii^^yfyv^mh^ 

■tay^yymi^ihLmb. 
ms^^ta^iifi^yTy-yi. mE^ntif^mm 

I. m^<r>Bmzmti>mx'hhm&Bmmbm 

miiE<mm:^iiiL^mcoimmmizmtx. rx/ 
:¥^Wiziiti-m&<7y>mizmiix, mim§i'&^ 

k. 

^m^izkmmkth^yTy-jMm^^ms. 
c m^m 6 ] tmm 5 im<^ =iyTy 'ymm±mw.i,z 
m-^x. 

mtm^ffMm^iK ^^mzm- hmm(oikxmmtfz 
i±mmcommmx'h^zk ^nmkt^ a y^y^m 

m^m 7 ] mmm 5 tmcon y^yy ssmi^mmiz 

mm7>t&mX'Si6:ik Sr^Stt-r* nyryylESH 

im^m8]mm5se.m(^^yTy'nmn^mmz 
m-^x. 

mis«f«o»*\ :^mmtzm-?>smmi^^<^T-iEr 
-li^T-^-iiximxh&^kmWit-ri^yTyyii 

[mtm9 ] mm5Mm<r>a yry vmMiM^mtz 
jiOJir*) h:ib i:mL bi-^^ yy-yy^w^s.. 

[000 13 

itiximttkmz. mit^rifzayTyy^m 
itLx^fki-hziyTy-ymmmsizm-th. 
X. ztmrnamiz, wiiimm(o$>i>^yy-yyizHt 
itmn&mz. ^<nn^Mm?:iEm^zK^^^iz. 

k cox^ ^ a yy^yyam^mmm-t^ zkiS 
(^kLX\^-^t. 
[0002] 

im^<^tim mm^^i-mm^s^^iiinayr- 

yyizm^X. mrn^ff^Mmizi: 0 1 HlJt'ftoSttS: 
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neration Managesient Systeii)^fl|fflL3h°— ^ih^-f 
[0005] 

[00 0 6] ttz. M!t'^^ff)^>r->vf~^<r>im 

^lifc , msmmi'iKn^mzm. iM<nmmmzT- 
mza\:i-^i,-ti'^^xhh, w\m, m.^^t^\m 

45: fc' , ftf!cDldl*?S5*t(i^ V < coffi £ ^ -^M- K 

T^xi^^imm^h Lfzmm^m.^^^xM. 

[0007] *I6BM. ff^MIS 1 lHl?gM 

iiJEI5rIES|tRll!lS!S-^l> ^ t *it'& , 3 yx>-y<^ 

[0008] 

{ 1 ) 3yx>->ySrBt^fl:LTlBjitai:^ttI, Bf* 

^k$ii!tr7 y^y -y s-a^fl: LT^-r § 3 y^^y 'Vie 

xmnm^^f&-ti,m^m!k&^&t. mii^^^tifz 
Bg^^^Tctnyry-y^Bi^^k-rsBg^-fk^st, iw 

lesf ^{b^ii/^ 3 y ry >y 5:IE«iEmciE^^SiB*i^ 



:J-^^< t i>^t Lxm^^±m-m^m'K^'m 

^m^m-t^y^y-jmiiiL^fib. wism^f-ta^ii 
fz^yT-yyi. msi±ts.$tifzm-^mx'm'^it-ti>m 
^mm. ^^mzn-tim^^mirAWiLx. m 
miMtmmizBn^tLfzmLmih t < (i^^ 
um^m. i:mx.hztmmkti>nyTy^ym 

(2) ±ini) tmc^^yT- y-nmn^mmzn 

mtrziimm.(omi>mx'$>^zt mmt^^^yr 
yv^m^Wi. 

( 3 ) ±IB ( 1 ) mtcoa yx yylESS^I^tiJ 
tfzmmmmThh:iti'mti-h 3 y^y-y 

( 4 ) ±IE ( 1 ) lattion yytmM^mza 

T-l!E.T~:^r^-i^:^>mX'hh^b^'mbi-l^yT 

yy^m^m:. 

(5) ayxy^^m^^tLTIBJi-r^t^^ti, BS^ 
fli$:<xf^ 3 y f y>y ^ fl^^t. LT 1. 3 yr yy IB 

BuiaiMisnjtrSLiit^ Eii-^-i>SLStiaff-?-sfc . mm 
^^tifzn.mmcojuz^xmmc^'j'^tcK t i-mt l 
xmmm.-tm^m^]mm. mvi^^^ixtz 
«&^i7zizayTyym-^itt^mmt^$S:b. m 
mm it ^tifzoyfyv^ mmmzmit h leii* 
m . mi^yTyyizm-6ti$mm^'fjhiifzB^ 
izmtumBmrn^^rmt^ smmmu^^f^t , 

i h-^t ixmmir'm-f^mm^n^m^ 

mmmm-mtm^it$iit::iy^yyi:-^ 
;^iii^ayTyymiiiL^^t, mse^^m^tLtz^ 

Wf-^L. m.'Timizmth'^mx'hhmBmm 

&<mm\,zmiLx, mi^mi.^^mztimirLm. 

Iftati s ayxyylEiim^go 

( 6 ) ±fd ( 5 ) K«<7)3 yf-yyiailll^^stJs 

IIS fc{±tt}l5cot:!]afr*!iaTS) h^t ^^mb -fhziyf 

( 7 ) Jiia ( 5 ) ieifec03 y r yy|HifeS4ggt 

tfzmmmT9mx'ibh^b ^w^b^h^y^yv 
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[0009] 

TUiB^-rs. :icomtm(r)zly^^yytmm^^^i. 
immmff)ziy7-yymnitLx^imL. mmizi 

100 10] zcrtayf-y-ym^^^mmmmmii. 

t:7zizmm*:!iL!S.tm^m^^^2k. ±&Lfzm 
^m^:7€i,z':iyfyyi'iimt-tmmtmt. 
<tir^-:iyTyvi;immi^5iz%&i-t^tmm t . 
m<n7t^z^j:hmmmm'ri^^<j e ^di/c^* 

[0011] ff^ki({±. U 6 t ij^«gl!7 iir 

L-z^^[)6t>mcmz^j:imimAiiii, «^ 

tiX^^lay7-yy'$:m>^iii-m^liiLU9t. H^tH 

u^^yi'yymtim^iTtiz'm^t-rim^im 
10 0 12] t-r. mwii^m^mmti. ^ib^h* 

y 'sgai7 (±>^ u 6 F^tsfts^tTv^Jtfu^sr?! 

[0 0 1 3] i^^. immi^5±a)T-^iz^^m7^ 

-fe X^miimhtif^^^lz t , ;^ t y f JIgp 7 Xii ^ =E 
'J 6 F^jtieM^nx ^^^cSLl:^ ( ± tzim% ) L , 

[0014] Bf ^Si^gB 2 T-il. SLM^gp 1 

^ivtzmi^mn7ti,zt£^mmi<^yti:< t t-sst lt 



[00 15] Bf^^^gE2{CT«L^cBg^S:ffiV^ 
xm^^tmsizxayry^vm^^tirm . Bf^fc3^ 

hzttfi^w ^^U3X'\mmm^ii^<m'm 

WmLxay-i-yv^-i^^v^^^h htfiii. 
^ziih, ^^^^sx'^n^f^ixti^y^y-Aisimi 

[00 1 6] ^^mmmmth, m^mz\i 

i2Si*l*5j;D. mit^ixX^^hoyy-y-/im.?^]i!> 
[0017] fM^^^SPST'fi. ij 6 Sr*fg-rs 

[0018] ^(ox 0 tc, ^oyT-y-jtmmmmz 

Wmt^^yry^yt Lxm.^^Zhmi^h^j:t. 

%mM^mmx\ simk. w&mi.z^n>mw-h-(:> 

ffiOPC^SfflUTah'-^ Li ^ i LT t , il*>ms 

/iJiiasftT Li 5 tz^^^m^mm-tt z t m-^ >5r 

[0019] t^'.T. 2|J3yry'yiei^S4^S(i, H 
±»(f^j^(f. immm) <^h?>^yi-yyizm 

{oo2o\Mz. i^wmm2'mm^m2^m^x 

mmh, ^>T->7idiW±^giOidfSiiJ{i, mryjt 
{^'^SSUSt^-^Jt'ri.gLli^igUl t, i<r)^m.-kTt^z 

TKXzziyn~yv^m^\Y.^i,^\m?>k. ^\tV.fz 

3>"f >'75rieiMf*;5tiafi-t§fEfM4 1, m>Tt 

\ztth^^%t'mm-h:A^^ 65:fi^^:y<* Ufa 
a, B*. ij-, #«HB^Hf$g*i]R*|liItgt'AO. 
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miE3 yT-yyizM-rmmm^mhiifzBmzm-f 

[00 2 1 ] mtma. :^'tU6tX^U'mM7i:rf 

hXUlay^y"jm?^tii'm^iiiL^9t. m?f-tii 
1 Ot^^LTVM,, 

[ 0 0 2 2 ] i-r, ^enm^mmmti,, *i5MSt 
mmm^z. ast^siaJitT, m7€iz^j:mm<^ 

i!Ht^*&ii#Wi:. SUK^SSltTSTit^rgLSt^lfet 

[0 0 2 3] ld«i«<*5JiiOT-^':c^iE:5rr^' 

[0 0 24] Bi^ifi^asii iT-sa-tsa 

S#ffiait:=toT^=£y«JIgi57^^LT, ^^U6l*ItO 
t^itPl lii. fiSl^tTV^Si£*ISB!^«$fi^S^^aiL. 

[ 0 0 2 5 ] i/i. J'hSB*^£>'FiE(:B^ffi»i^ggE 1 1 

ioo2 6]mmmmizxi^Lt:s§^mim\<^ 

X^^tmizxayTy''/<r,t^^^i^o. Bg^^t* 

mizi±m^Kc:t}mmf>tixK^hi)K m^mM/^p 



10 0 2 7] ^I^4^gR8 t'li. y 6 ^>mth 
?i=t^)<mm7^i\L. :^=tm^zmi^h.xv^hm. 

8 x-c^mmam^'kmi. 2tmL<tct. m^u i 
0 X'\i^^ Lfzm.nm ^Ttkza yryvr-^^m.^^ 

[ 0 0 2 8 ] ;c7)J; ^ *3yx>7ieiM^gMt' 

wmff)^ yy-yyk ixt^^ z t ¥^mt , 
m!07Liz^j:h^mm-^j:<ti>-^x'hh^iiM. 

^mm^mx\ w&mizmm^mm^^ 

v\ 

bi^T§. ay^yy<7):^^lEmmm±X'^&. 
[0030] ^^iz^ *nv-fy7Ell^lT-ti. QB# 

I, i 1 1\ 1 misig^ion yT-yyfzifX^^ < , 

f^m^mmtrKw^iif^mxtm - n^-th^tf^^x'^ 
I. tfz. ^cob^T^mzB^fsm^^^tifcm-^iz 
ii^^xi>. ^^ommim^tfzii^'r&zt 
x\ 3 yryy^r^iEmm'^^^m-th ; t i>. 

[003 1 J ^ii, ±iei^l. l^2lli£<5>Ji;*it^T, :i 
-^'-A-t.mVxmmzii^Xayi'yyT-fm^ 

^m^m^izifz^^mm^h^fz^^z. n':fy^>j 

y9~y:^~xizX-7X, :>i^*J emztm^iitzilM 
lV<imJitXi>M:\\ S^HSttziEt 

x.^=tv mzm^^tii^nM^m^h l < tiisHLT 

[0032] 

) y^^y-yiSiiSi^Stc i -.TieSM^^fca 
yryyi im-tiHi . 3 y ^y T- ^ i # &f^'±i^ 
C t ^: < , S^tS^MIS { ^1 ;tif 1 Isl« 
Igiil) tt^iOayf y-yt LXWi^?>Zl:mmt^j: 

h, ttz. s^<nmz^^mm(0'jf^j:<tL-ux'h^n. 



:(6) 002-208216 ( P 2 0 0 2 - 2 08 2 1 6 A ) 



[00 3 3] ta!oT. ^nyrV^tBMff^^SJi. H 

{u)i?.^y=fyvmmmzii\^x, ^mim^mz 
mr>'Mztih'm<mmAm'k±fz\±'m.-fhx 3 ^z-t 

[01] 




[Hffiiomm^iteBj] 

[ la nig 1 %m'm^-f^^ v mxh h . 

[02 ] m2||JiB^)S-7K-r7o v ^Ht'^S „ 

[??^ioueBfl} 

2 Bg^^gp 

3 Bf^-ftas 

4 laiigp 

6 

7 ;<^!J^g|I 

8 a^ij^a: 

10 ffi^^tSB 

1 1 BB^fSfg'gafs 

[B2] 
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